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Abstract: For cooperative system, in which eavesdropper can be anywhere, so it may overhear
information through both source and relay’ transmission . In this letter, we evaluate the secrecy
performance of decode-and- forward (DF) system with both the optimal relay selection (ORS) and
the conventional relay selection (CRS) schemes, and the closed expression on the secrecy outage
probability(SOP) of two schemes are derived; The derivations are confirmed through Monte Carlo
simulations.

1. Introduction

The traditional technology of secure communication through high-level encryption™ to ensure
the secure transmission of information, but the use of secret key is too complex. Based on the
theory of communication, [2] put forward the concept of physical layer security (PLS). [3]
Introduces PLS into the Gauss channel. [4-5] studied the secrecy capacity and the secrecy rate of
Multiple-Input Multiple-Output and Multiple-Input Single-Output systems. [6] put forward the
transmit antenna selection scheme, and analyzed the security performance of system when the
receiver uses selection combining and maximum ratio combining schemes respectively; it also
derived the closed expression of SOP and approximation of SOP. The virtual array formed by relay
nodes at different locations in the space can also improve the security performance of the system["?.
[8-9] studied how to maximize the security energy efficiency of system with eavesdropper through
power control and relay selection. [10] studied the SOP and intercept probability of optimal relay
selection under amplified-and-forward and decode-and-forward system respectively. Based on the
above, this paper studies the relationship between the secrecy outage probability and relay selection
of communication system.

2. System Model

It is assumed that there is a pair of legitimate source-destination nodes, multiple relay nodes, and
an eavesdropper in the network which use DF protocol. The network model is as follow
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Figure 1 Cooperation communication network model
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There is a source node S, a destination node D, N alternate relays nodesR ,R,,... Ry, and an

eavesdropper E in the network. Each node has only a single antenna, and operated in the half
duplex mode which means the node cannot transmit and receive information simultaneously. Due to
obstacles and other factors, a direct link between the source and the destination is assumed to be

unavailable, and thus communication can only be established via relays "4 . Meanwhile
eavesdropper can overhear the legitimate information from source and relay respectively, thus we

get channels of S—>R,S—>E,R —>D and R —E of system. We denote p;, h; as average

channel gain and channel coefficient respectively, where j €{SR,SE,RD, RE}.These channel gains

are subjected to i.n.i.d Rayleigh fading. The noise associated with each channel is modeled as
mutually independent additive white Gaussian noise (AWGN) with zero mean and variance
N, .The probability density function(PDF) and cumulative distribution function(CDF) of each

channel gain are given as follows
f, (¥) =4;exp(=4;y) 1)
F, (y) =1-exp(-4;y) (2)
Where 4, =1/ p; .

Firstly, the source node transmits the signal x with power P,, and received signal in relay node
and eavesdropper are given as follows respectively

Ysr = \/Es hSRi X+ Ngg 3)
Yee = \/EshSE X+ Nge (4)

Where ngand ng represent AWGN of corresponding channel respectively. Thus, the channel
capacity from StoR; is given by

1
Cq = > log, (1+ a¥sp ) )
Where « =P,/ N,.And the channel capacity from StoE is given by
1
Cq =§|092(1+ aYs) (6)

Secondly, relay node forwards it’s received signal to destination, and eavesdropper can also
overhear the signal. The channel capacity from R to D and R to E are given as follows

respectively

CRiD :%Iogz(l—i_ﬂYRiD) (7

Cre :%Iogz(l-i_ﬂYRiE) (8)

Where =P /N,, P represents the transmission power of relay.
The instantaneous signal to noise ratio of eavesdropper through maximum ratio combining can
be given by ;/,Ej = a¥s + Yz - Thus; the instantaneous secrecy capacity of system can be expressed

as
1 1
Cs :Elogz(l"‘ﬁYRiD)_EIOQZ(]""“YSE +ﬂYRiE) 9)
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3 Relay Selections and Secrecy Outage Probability
3.1 ORS scheme

When CSI of all channels are available, from (9) the ORS scheme is naturally proposed to
select the relay that maximizes the system secrecy capacity. The optimal relay is

1 1 .
r=arg m?X[EIOQQ(l"'ﬂYRiD) _EI()gz(l"‘O‘YSE +:BYRiE)]

_ 1+ fYrp
= arg max ( ) (10)
i1+t aYg +ﬂ’YRiE

The secrecy capacity of ORS can be expressed as

C™ = log (7eq) (11)
i 1+ BYrp i
Where 7eq=MaX (7,,) = max( ——). The CDF of 7 under Yse can be expressed as
: ' YSE+ﬂYRiE
Fo (LY —f d
) |YSE(7) _[ RD( s Try+ )YRE(y) y
A ay y—1
=1-— TR exp(—Agy (LY + 42—
A P(—go ( 5T, ) (12)
The CDF of 7 under Ysz can be expressed as
P (1) = H Falls
- NI(=) Are ayy ,r-1
exp(—Ag! Y,
Z“(N_I),(ARD /’tE) Pl - Yoe +25)) (13)
Thus, the CDF of 7, can be expressed as
F o= F 0, (xdy
N N!(-1)' B4, -1
-y D fhe ) exp(- Aol L0 (14)

o (N =D Aplay + BAg) A’RD}/ ﬂ’RE
Secrecy outage probability is defined as the probability that the instantaneous secrecy rate of

the system is less than a predefined rate R, (in bps/Hz) (a1 Mathematically, SOP can be expressed
as

Pt =Pr(Cs <R;) (15)
From (14) and (15), we derived the SOP of ORS
N N! n'A Are
PO =Y Ve ) expl-inol £ 16)

|=o||(N_|)l A |—6’+Z /IRDQ Are

Where =27
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3.2 CRS scheme

In ORS scheme, all CSI are available. However, only the CSI from RtoD is available in CRS
scheme ™. The selected relay is

r=argmax (fYyp) (17)
The secrecy capacity of CRS can be expressed as

Cs™® ——[log @+ 75) —log, L+ )" (18)

where y5¥= max (BYe), Ve =Yg + BYqe. After a series of derivation, the CDF of 5™ can be
expressed as

i =TT, (—) (L exp(~ep ;» (19)
And the PDF of »£™ can be expressed as
fen (9) == (oxp(- 52 y) —exp((- 2 ) (20)
e e — PAse ,3

From (15),(19) and (20), we derived the SOP of CRS

pCRS ZN: N! « (_1)nA’SEﬂ“RE
Fou o (IN=D! adee — Bl

0 —1) ( af 3 p )
B nady 0+ A NA 0+ A

X eXP(—N g | (21)

4 Simulations and Analysis
In this section, we provide simulation results to validate our analysis. The parameters are set as
follows: pg =1dB, N, =1W, R,=0.1bps/Hz, and simulation precision is 10°. In the following

figures, the solid line represents the analytical results, and “*” represents the Monte Carlo
simulation results. The analytical results are compared with the simulated results and a good
agreement is obtained from the figures.
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Figure 2 Secrecy outage probability versus N

In Figure 2, we assume pg, = p,, =5dB , po =2dB, P, =P, =1dBW . We can observe two

schemes have same SOP when N =1. This is because there is no selection with only a relay node. It
can be seen that the SOP of two schemes both decreases when N increases, so the secrecy
performance of system can be improved by increasing relays. We can also observe that the secrecy

performance of ORS scheme is better than CRS scheme when N >1.
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Figure 3 Secrecy outage probability versus Pr

In Figure 3, the parameters are set as follows: N=5, py, = prp, =5dB, pp. =2dB, Ps =1dBW. We

can observe that the SOP of two schemes both decreases when Pr increases in somewhere and the
SOP converges to a positive constant in the high Pr region. It means the secrecy capacity and the

SOP of system are obviously bounded ™.
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5 Conclusion

In this letter, we derived the closed expressions of ORS and CRS schemes in multi relays
cooperative communication system in which eavesdropper can overhear both source and relay. The
simulations verified the analytical results. We can improve the secrecy performance of system by
increasing relays and the transmission power within a certain range.
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